
Empowering Europe: Microsoft’s 
EU Data Boundary Roadmap and 
Compliance Milestones 
 

 
Updated February 2025



1

2

3

In an increasingly data-driven world, the protection of 
our customers’ data is more critical than ever, 
particularly in a region as diverse and interconnected 
as Europe. Recognizing the specific needs of the 
European Union (EU) and the European Free Trade 
Association (EFTA) nations, Microsoft introduced the 
EU Data Boundary initiative in 2021. This initiative 
reflects Microsoft's commitment to providing cloud 
services that uphold European values, enhancing data 
protection, residency, and control.

With Phases 1, 2 and 3 now successfully 
launched, Microsoft continues to 
lead in minimizing data transfers 
outside of Europe while promoting 
transparency and trust for its 
commercial and public sector 
customers. This commitment 
ensures that Microsoft aligns 
with key regulatory 
expectations in the EU 
and EFTA regions, 
supporting the 
security and 
privacy of its 
customers’ 
data.

Background:                                  
The EU Data 
Boundary Initiative 



Recap Phase 1

The first phase of the EU Data Boundary 
initiative focused on customer data . Microsoft 
committed to storing and processing customer 
data associated with Microsoft 365, Dynamics 
365, Power Platform, and most Azure services 
within the EU and EFTA regions. 
 
Phase 1 included comprehensive 
documentation addressing the limited data 
transfers from the EU Data Boundary, with 
explicit commitments and detailed guidelines 
for these transfers. This phase not only built 
upon previous data residency commitments 
but also significantly reduced data outflows 
from these European regions. To ensure clarity 
and transparency, Microsoft introduced the    
EU Data Boundary Trust Center, a hub offering 
extensive documentation on the initiative’s 
commitments, data flows, and any limited 
transfers of customer data outside the region 
required for maintaining service security, 
functionality, and reliability. These resources 
are available in multiple languages and are 
continually updated as the initiative evolves. 

Phase 1: 
Customer Data 
(Launched January 2023)



Recap Phase 2

The second phase of Microsoft’s EU Data 
Boundary initiative extended its scope beyond 
customer data to include pseudonymized 
personal data. This category of data, generated 
during service operations, is now also retained 
within the EU and EFTA regions under the 
updated guidelines. 
 
Pseudonymized personal data refers to 
information where the individual’s identity is 
not directly apparent without additional data. 
By ensuring this data remains within the EU and 
EFTA territories, Microsoft has reinforced its 
commitment to enhancing data protection and 
privacy for its customers. 
 
As with Phase 1, transparency was a central 
focus in Phase 2. Microsoft provided updated 
documentation to help customers understand 
data transfers, including any necessary limited 
transfers for maintaining service excellence and 
security. This phase marked another significant 
step forward in Microsoft’s mission to uphold 
data privacy and protection within the EU and 
EFTA regions. 

Phase 2: 
Pseudonymized 
Personal Data 
(Launched January 2024)

EU Data Boundary and 

Global Cybersecurity 

Operations

Microsoft’s unwavering commitment to top-
tier cybersecurity sometimes requires the 
transfer of specific personal and customer data 
outside the EU Data Boundary. This strategic 
approach is essential to combat the 
sophisticated, globally coordinated 
cyberattacks orchestrated by malicious actors. 

Global Intelligence for 
Robust Defense 

Our security services rely on cross-border 
threat data analysis to deliver automated 
defenses and rapid responses, directly 
enhancing customer protection and 
safeguarding resources. This global insight 
powers our alerts and updates, ensuring that 
enterprises are promptly informed of potential 
breaches or attacks. 



Recap Phase 2

Phase 2: Pseudonymized 
Personal Data 
(Launched January 2024)

Prioritizing Security and 

Privacy 

Data transferred out of the EU for security 
purposes is accessible only to authorized 
security personnel focused on enhancing 
customer protection and reinforcing 
Microsoft’s infrastructure. We implement 
stringent protection measures, including 
encryption, access controls, and 
pseudonymization where applicable, all while 
adhering to our contractual commitments.  

Leveraging Advanced 
Analytics 

Our security posture is strengthened by 
advanced analytics and artificial intelligence, 
enabling real-time, precise threat detection and 
reducing false positives. This centralized 
approach ensures consistency and a superior 
user experience across our services. 

24/7 Security Operations 

Microsoft’s security operations, underpinned 
by our threat intelligence capabilities, provide 
continuous, around-the-clock monitoring and 
responses to global threats. Our Azure data 
centers, located in strategic global hubs, serve 
as command centers for these operations, 
ensuring data integrity, security, and privacy.  
 

Minimizing Privacy Impact 

for Customers 

We limit ongoing data transfers to essential 
service-generated logs and configuration 
information, aiming for early threat detection. 
Personal data (and in rare cases, customer data) 
transferred is carefully protected in accordance 
with our Microsoft Products and Services Data 
Protection Addendum and other contractual 
commitments . 

Security Threat                
Intelligence 

Our threat intelligence services are crucial in 
identifying and neutralizing malicious attempts 
against customer environments, delivering 
timely intelligence and enabling organizations 
to bolster their defenses.  



Building on the foundation of Phases 1 
and 2, the third phase of the EU Data 
Boundary initiative, launched February 
2025, focuses on the storage of 
professional services data provided to 
Microsoft by customers during technical 
support interactions. Microsoft Support 
runs 24/7 to assist customers. When a 
customer needs technical support, it is 
important that we promptly provide 
them with an engineer with the right 
skillset and level of expertise. Microsoft 
has ensured that personal data provided 
by customers when receiving technical 
support for Microsoft 365, Power 
Platform, Dynamics 365, and Azure 
services is stored within the EU Data 
Boundary.  

As with previous Phases, transparency is a 
central focus of Phase 3. Microsoft’s 
transparency documentation on the EU 
Data Boundary Trust Center has been 
updated to include commitments for the 
storage of Professional Services Data and 
information about limited transfers of 
this data outside of the EU Data 
Boundary.

Phase 3: 
Professional 
Services Data 
(Launched February 2025)



In Summary

Through the EU Data Boundary initiative, 
Microsoft continues to lead in integrating 
comprehensive data protection with cutting-
edge technology, delivering unmatched cloud 
services that align seamlessly with European 
values and regulatory standards. With Phases 1 
and 2 successfully launched, and Phase 3 now 
complete, enhancing professional services data 
management, Microsoft is committed to 
upholding and enhancing Europe’s digital 
future. Together, we are embarking on a 
journey where data protection, transparency, 
and technological excellence converge.  
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with Microsoft Priva 
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